Task Force on Network Storage Architecture: Information Security

James P. Hughes, Aloke Guha Research and Advanced Development, Network Systems Group, Storage Technology Corp, Brooklyn Park, MN 55428 {hughes, guha}@network.com http://www.network.com/~hughes

Position Statement

All popular file systems consider the file server itself to be impenetrable, the archival and backup systems inherently secure, and that the administrators are beyond reproach. This is the basis for the common wisdom that the only security necessary, is access control and protection of the data when it is in-flight between the file server and the user. It is the authors’ opinion that this is not the paradigm that should be brought forward to future Network Attached Storage architectures.

Approximately 44% of network security breaches are from internal users^1, some other estimates are higher. The existing trend of protecting just the edge of the network is therefore becoming inadequate.

A recent panel of security experts^2 were asked if the emerging security measures for networks such as Secure Sockets and CyberCash^3 were going to make the Internet secure. The panel response was “How can you trust what the organization is going to do with that data once it arrives at the organization, and, are you sure that they can protect that data?”.

Security within Network Attached Storage architectures is especially relevant for future information storage services when this architecture is used to create independently administered and/or centralized data repositories. This will be further compounded by the trend to outsourcing where your data may be stored at a location, owned by a third party, physically located in another country and backed up to a third location. This may seem fanciful, but it is happening today.

Even within an organization, there are categories of data that may require MIS organizations to recuse themselves from holding. As more and more information

1. Yankee Group / Infosecurity News Survey, 1996 2. http://www.hill.com/lcn/lcn21prg.html#p03 3. http://www.packet.com/packet/96/44/index2a.html

becomes electronic, the idea of keeping a files separate from the rest of the organization becomes increasingly difficult and undesirable.

To this end, the definition of Information Security is “being able to control who has access to your information”. This is true even within your organization. The goal of Information Security is to provide

• Confidentiality of the data, privacy by cryptographic means.

• Non-repudiation, ensuring that the data came from the specified source.

• Data Integrity, ensuring that the data can not be modified while the data is in transit or while it was stored.

• Access Control, ensuring that only authenticated and authorized people can access the data.

• Authentication, ensuring that actions requested by a remote user is indeed by that entity.

• Denial of service, ensuring that malicious attackers can not deny access to the data of authorized others.

Specifically, it is the position of the authors that the data should not be, and does not need to be, stored in the clear on network attached storage devices.

The issues of sharing and searching data is important and must be solved in a transparent, secure manner. The ability of groups to search and cross reference encrypted data securely must be possible. We can not let the advances in interconnection via networks like WWW be disabled by security measures.

In conclusion, Information Security for Network Attached Storage can create a new paradigm for security of file system access where the data is protected when the data is produced, and then unprotected only by authorized consumers of the data. This allows the security of the information to be independent of the security of the data repository, interconnect networks, hierarchical storage systems and backup methods.

The views and conclusions contained in this document are those of the authors and should not be interpreted as representing the official policies, either expressed or implied, of Storage Technology Corporation.