Task For ce on Network Storage Ar chitectur e: Empowering the clients

John H. Hartman

Department of Computer Science, The University of Arizona, Tucson AZ 85721 jhh@cs.arziona.edu

Position Statement

Network-attached storage is an idea whose time has come. Current distributed file systems employ file servers that sit between clients and the storage devices, leading to both a performance bottleneck and a potential point of failure. Network-attached storage enables “third-party” data transfers directly between the clients and the storage devices, resulting in improved cost/performance, scalability, and fault-tolerance.

In the extreme, a storage system using networkattached storage would contain only storage devices and clients, eliminating the file server altogether. Designing such a system is not a trivial task, however, as the file server does provide services vital to the operation of the file system: it manages the storage devices and provides a file abstraction to the clients. Managing the storage devices requires handling block allocation, scheduling accesses, balancing load through data placement, caching data in main memory to improve performance, and providing faulttolerance through replication, computed redundancy (RAID), backups, etc. Providing a file abstraction requires aggregating storage blocks into files, managing the files’ metadata (i.e. type, owner, permissions, etc.), and, perhaps most importantly, coordinating client accesses to the file system to ensure that the file system contents remain consistent and its semantics maintained.

The file server’s functions need to be handled elsewhere if the file server is eliminated. One possibility is to move the functionality to the network-attached storage devices. The storage devices would communicate with each other to handle allocation, scheduling, synchronization, etc., thus implementing the distributed file system. I believe that this is approach is flawed, however, as it raises the level of abstraction and functionality provided by the storage devices, and in doing so complicates their implementation and exposes them to some of the same problems inherent in file servers. The result is likely to be slow, expensive storage devices that provide interfaces suitable for use by a variety of different file systems and clients, but optimized for none.

As an alternative, I propose that network file systems based on network-attached storage push much of the work currently done by file servers up to the clients, rather than down to the storage devices. Doing so allows the storage devices to retain a relatively simple interface, providing block access, naming, aggregation, and security facilities. All other file system functions are implemented by the clients themselves. The clients manage the storage devices, coordinating their actions when allocating and freeing space. In the process the clients balance the storage device loads, schedule accesses on the devices (another form of resource allocation), and handle redundancy and faulttolerance mechanisms.

The clients also manage the file metadata, and use it to provide a file abstraction to the application programs. The clients are therefore responsible for using the abstractions provided by the storage devices to map blocks to files, and implement file naming and protection mechanisms. These functions too will require distributed algorithms to coordinate the client’s actions.

The advantage of this client-centric approach is that the clients can employ file system algorithms suited to their needs, rather than relying on those provided by the storage devices. It also means that the computational resources available to these algorithms scale with the number of clients in the system, rather than being limited to the number of storage devices. On the down-side, pushing functionality to the clients raises many security and faulttolerance concerns. How much do the clients need to trust one another, and how can they protect themselves from misbehaving or malfunctioning peers? Questions such as these need to be resolved, but it is my belief that networkattached storage will only reach its full potential through such a client-centric approach.

This work was supported in part by DARPA contracts DABT63-94-C-0094 and DABT63-95-C-0075, and by a grant from Intel Corporation. The views contained in this document are those of the authors and should not be interpreted as representing the official policies, either expressed or implied, of any funding agency.