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Abstract

e show how untrusted computers can be used to facili-
tate secure mobile data access. We discussa novel archi-
tecture, data staging, that improves the performance of
distributed lesystemsrunningonsmall, storage-limited
pervasive computing devices. Data staging opportunis-
tically prefetches les and caches them on nearby sur-
rogate machines. Surrogates are untrusted and unman-
aged: we use end-to-end encryption and secure hashes
to provide privacy and authenticity of data and have de-
signed our system so that surrogates are as reliable and
easy to manage as possible. Our results show that data
staging reduces average le operation latency for inter-
active applications running on the Compagq iPAQ hand-
held by up to 54%.

1 Introduction

Can an untrusted and unmanaged computer facilitate se-
cure mobile le access? Surprisingly, the answer is

yes. In this paper, we show how such a computer can
be used as a data staging node to improve the perfor-
mance of cache miss handling in an Internet-wide dis-
tributed le system. The untrusted computer, called a
surrogate, plays the role of a second-level e cache for
amobileclient. By prefetching lesand staging them on
the surrogate, cache misses from a nearby mobile client
can be serviced at low latency (typically one wireless
hop) instead of full Internet latency.

The use of surrogatesfor data staging can bridge a grow-
ing mismatch between the desires and expectations of
users. On the one hand, users want the lightest and
smallest wearable or handheld computer for example,
awristwatch running Linux is no longer a fantasy [23].
On the other hand, users expect productivity improve-
ments from mobile computing; ubiquitous accessto per-
sonal and project data is a key part of this expectation.
A distributed le system can provide such ubiquitous
access, but requires crisp handling of cache misses to
achieve good interactive performance. For asmall le,
network latency to adistant le server on the Internet is
typically the dominant component of cache miss service

time. Thiscan be reduced by redirecting cache missesto
data staged on anearby surrogate while still maintaining
the consistency guarantees of the underlying le system.
The alternative of totally avoiding cache misses through
hoarding [15, 18] is not viable because of limited cache
space and the need to view recent updates by other users.
Further, it is usually not possible to perfectly predict the
set of lesthat will be accessed when mobile; the work-
ing set of les may change unexpectedly in response to
real-world events such as phone calls. Consequently, the
set of data that may possibly be accessed is much larger
than the set of datathat is actually accessed.

What is the likelihood of a mobile computer nding a
nearby surrogate? Although the chances are low to-
day, we predict that continuing decline in mass-market
hardware prices will improve these chances in the fu-
ture. Desktop computers at discount stores already sell
for a few hundred dollars, with prices continuing to
drop. In the foreseeable future, we envision public
spaces such as airport lounges and coffee shops being
equipped with surrogates for the bene t of customers,
much as comfortable chairs and table lamps are pro-
vided today. These will be connected to the wired In-
ternet through high-bandwidth networks, and to mobile
clientsin their neighborhood through wireless technol o-
gies such as 802.11 [13] or Bluetooth [12].

Since hardware cost isonly asmall part of the total cost
of ownership of a system, it is essential that surrogates
require virtually no maintenance or system administra-
tion. Like a chair or table lamp, they should require
negligible attention after initial setup. Only then will
they be cheap enough for widespread deployment. This
leads to two important assumptions about surrogates in
our work: they are unmanaged and untrusted. In partic-
ular, we make surrogates as reliable and easy to manage
as possible by maintaining no hard-state on surrogates,
building as much as possible on commodity software,
and pushing functionality from surrogates to client and
server machines.

We rely on the concept of caching trust to guard against
malicious surrogates[26]. This end-to-end approach en-
sures privacy through encryption, and integrity through






