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Abstract—The rapid growth in mobile devices will give rise
to the trend of the leasing out of compute and data resources
on mobile devices to third-parties for applications to be run on
multiple mobile devices. However, these third-party applications
running on leased mobile devices are typically written by unknown entities, and cannot be trusted by mobile device owners.
Current mobile device platforms (e.g. Android) have permissions
and access control systems designed for mobile apps that are
written by reputable developers and vetted by authoritative
app stores, and they are not suitable for untrusted apps. We
propose STOVEPipe, an observable access control system for user
data on mobile devices for untrusted third-party applications.
STOVEPipe ensures that untrusted code is isolated and cannot
directly access system data, and performs all data accesses on
behalf of untrusted apps. This enables STOVEPipe to observe all
data accessed by untrusted apps, implement content-based access
control, perform accounting and auditing on accessed data easily,
and perform privacy-preserving data transformations.

I.

In this paper, we propose STOVEPipe, an access control
system which provides strict and observable access control
for user data on mobile devices. STOVEPipe is designed
to provide access control for untrusted apps which need to
access user data, and is intended to address shortcomings in
current mobile platform permissions systems when used for
untrusted apps. In addition, STOVEPipe can provide additional
access control features which are useful for common mobile
resource leasing scenarios, such as participatory sensing [6]
and crowd-sourced mobile applications [2]. The key feature of
the STOVEPipe design is that untrusted apps are not allowed
to directly access any user data or sensor data on mobile
devices. Instead, STOVEPipe provides a runtime system which
retrieves data on behalf of the untrusted apps, and supplies it
to the untrusted app as input. This design has two advantages:
(i) it provides STOVEPipe with a single point at which to
enforce access control policies, and (ii) because STOVEPipe
retrieves all data on behalf of untrusted apps, it is possible
to observe all data that is made available to the untrusted
app, making it possible for users to audit, inspect, or even
transform the data being accessed by untrusted apps. A key
building block required for STOVEPipe’s strict and observable
access control, is the ability to prevent untrusted apps from
directly accessing data on the mobile device. In concurrent
work [7], we describe the STOVE Data and Execution Models
for untrusted applications, in which the STOVE Execution
Model includes a static veriﬁer [8] which proves that untrusted
apps built using the STOVE model are isolated and are unable
to directly access system data. The STOVEPipe access control
system is an implementation of the STOVE Data Model [7],
and we elaborate on the design rationale and features of
STOVEPipe in this paper.

I NTRODUCTION

The number of personal mobile devices in the world has
grown rapidly in recent years. In 2014 alone, more than 2
billion smartphones and tablets were sold [1]. Just as the
rapid growth in enterprise-level compute resources such as
servers gave rise to the leasing out of enterprise compute
resources to third-parties in cloud computing, this rapid growth
in personal mobile devices will lead to the leasing out of
the compute and data resources on personal mobile devices
to third-parties. Systems have been proposed ([2], [3], [4],
[5]) which enable third-parties to run programs which make
use of both the compute resources and data on the personal
mobile devices of individuals. However, users who lease out
their mobile devices to third-parties have to run applications
from unknown entities on their devices, and users may not be
able to trust these applications. While mobile device platforms
such as Android have permissions systems to provide access
control to private user data and platform functionalities such
as access to hardware sensors and their data, these permissions
systems were designed for mobile apps which have been vetted
by authoritative app stores such as the Google Play Store, and
determined to be safe for users to run. Thus, the permissions
systems of mobile platforms such as Android were designed
for the “reputable developer” trust model, for apps from
known developers, which have additionally been vetted by a
technically competent authority to be safe. Thus, these mobile
platform permissions systems are inappropriate and insufﬁcient
for providing access control for untrusted applications from
unknown sources. A different access control model is required
for users to protect the private data on their mobile devices
from the untrusted apps which they would run when leasing
the resources on their mobile devices to third-parties.
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II.

A PPROACH AND D ESIGN

The main goal of STOVEPipe is to provide strict and
observable access control of user data on mobile devices
for untrusted applications. STOVEPipe is not intended to
replace existing permissions systems on mobile platforms,
but instead enables specifying additional ﬁne-grained access
control policies, and auditing data accesses of untrusted apps.
A. Goals, Non-goals, Threat Model
We aim to meet the following goals in our design and
implementation of STOVEPipe: (1) not require any changes
to mobile platforms (e.g. Android) or operating systems, (2)
provide access control for mobile data access by untrusted
apps, (3) enable users to make ﬁne-grained access control
decisions, (4) provide users with high conﬁdence that untrusted
680

in a matrix, which speciﬁes objects, which are items to
be protected, and subjects, which execute actions and make
requests on the objects. Then, each subject is assigned a row
in the matrix, and each object a column. Each cell in the
matrix speciﬁes the actions that a subject is allowed to make
on an object. Hence, the above data items make up the objects
which STOVEPipe provides access control for. Each untrusted
app is a subject which desires access to protected data items.
In access control terminology, each subject is allowed only
the “read” action for each object, i.e. untrusted apps are only
allowed to read (if the user allows it) a data item, and untrusted
apps are not allowed to modify any data items. Also, in
STOVEPipe, only mobile device owners, i.e. the users of the
system, are allowed to grant or revoke permissions of each
subject for each object, i.e. subjects are not allowed to modify
the access control matrix [9].
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Fig. 1. Overall architecture of STOVEPipe showing how data is provided to
untrusted apps isolated by the STOVE [7] model.

apps are not making unauthorized accesses to their personal
data, and (5) allow users to keep track of the privacy impact
of data accesses. STOVEPipe addresses only data access by
untrusted apps, and it is not the goal of STOVEPipe to provide
general access control for all user apps on mobile devices.
Instead, STOVEPipe requires untrusted apps to be written
using the STOVE Data and Execution model [7].

High-Level Data Request: STOVEPipe allows untrusted apps
to describe the mobile device data they wish to access using a
high-level language, such as XML. Untrusted apps will supply
a Data Manifest, which is a declaration of the data items
they wish to access. For each category of data item, apps
will be able to specify additional relevant attributes of the
desired data. For instance, for stored user data (photos/videos,
contacts, calendar), untrusted apps can specify whether they
wish to access a subset of the data as deﬁned by certain
criteria (e.g. photos/videos taken within a certain time period),
or if they wish to access all available data. For sensor data,
untrusted apps can specify attributes such as the number and
frequency of sensor samples, and times at which to collect
sensor samples. Hence, STOVEPipe’s data request facilities
enable isolated untrusted apps to specify the source and type
of data they wish to access although these apps do not have
programmatic access to the mobile platform API.

In STOVEPipe, our threat model consists of arbitrarily
malicious attackers who may try to steal user data or harm
the user’s mobile device. However, because untrusted apps
are provably prevented from directly accessing data from the
mobile device or interacting with any other running process
(based on the execution isolation provided by the STOVE
model [7]), and untrusted apps need to specify the data they
wish to access, untrusted apps are unable to directly harm the
system through data access. The main threat to the privacy of
the user’s data on the mobile device is in unauthorized data
access, and because STOVEPipe collects all data on behalf of
the untrusted app and allows users to observe all data accessed
by the untrusted app, STOVEPipe’s access control mechanism
alone is sufﬁcient to mitigate the threat of arbitrarily malicious attackers against unauthorized data access. Nonetheless,
untrusted apps can still mount denial-of-service attacks on the
mobile device indirectly by requesting data at high frequencies,
resulting in high battery consumption. STOVEPipe mitigates
this by allowing users to specify an energy budget for each
untrusted app, and monitoring the energy consumed when
retrieving the data requested by an untrusted app.

Access Control Policies: STOVEPipe allows users to specify
per-app and global access control policies which specify (i)
individual per-app permissions for whether each untrusted app
is able to access each of the possible mobile device data
items, and (ii) global conditions under which each data item
is allowed (or not allowed) to be accessed by all untrusted
apps. STOVEPipe will allow simple access control decisions
(e.g. deny access to all photos, contacts, and calendar items)
as well as more complex decisions based on ﬁne-grained
attributes. STOVEPipe will also allow access control policies
to be speciﬁed based on: (i) context, such as time of day and
location, (ii) properties of individual data items and sensors,
and (iii) aggregate data transferred to untrusted apps.

B. STOVEPipe Design
Figure 1 shows the overall architecture of STOVEPipe.
STOVEPipe consists of: (i) a runtime which accepts data
requests from untrusted apps and retrieves this data from the
mobile device, (ii) an access control monitor which checks
if the requested data is allowed and logs data transferred, and
(iii) a policy manager for users to view and edit access control
policies, and view data access logs. STOVEPipe provides
untrusted apps with access to the following data on mobile
devices: (i) stored photos and videos, (ii) the mobile user’s
contacts (i.e. the address book), (iii) the mobile user’s calendar
and appointments. In addition, STOVEPipe provides untrusted
apps with access to data from sensors (if present on the device)
such as: (i) WiFi and cellular state, (ii) GPS and location data,
(iii) mobile device battery and power status, (iv) accelerometer
and gyroscope, (v) camera(s), (vi) microphone.

STOVEPipe allows users to specify environmental contextual conditions under which to allow or deny access to
certain data or sensors by untrusted apps. For instance, users
can specify certain locations at which to block access to
cameras by untrusted apps when the user is at his home or
workplace. STOVEPipe also allows users to specify access
control decisions based on the speciﬁc data items themselves
by using content-based techniques. For instance, for photos,
STOVEPipe can make use of content-based access control
systems such as CHIPS [10] to allow users to specify that only
photos not containing certain speciﬁed faces be made available
to untrusted apps. For sensor data, STOVEPipe allows users
to specify the maximum allowed frequency of sampling and
the maximum number of samples that can be collected in

In access control terminology, STOVEPipe provides Discretionary Access Control (DAC) for data items to untrusted
apps. The access matrix model [9] describes authorizations
681

each execution. Finally, because STOVEPipe performs all data
accesses on behalf of untrusted apps, STOVEPipe can log
the total amount of each type of data that has already been
transferred to an untrusted app. This will allow users to specify
the maximum aggregate amount of data from a particular
source an untrusted app is allowed to receive.

mobile platforms such as Android might be well-documented
and well-structured, lending themselves to modiﬁcation for implementing different types of access control systems. However,
to fully implement a new access control mechanism for mobile
device data, it is necessary to intercept and modify every
possible way in which the particular data item can be accessed,
which can be challenging given the size and complexity of
mobile platforms. On the other hand, by using the STOVE
model [7] to restrict untrusted apps to be fully isolated from the
mobile device, STOVEPipe does not need to be concerned with
fully mediating every data access mechanism to provide access
control, and we can focus on the STOVEPipe access control
mechanisms without worrying about completely mediating all
data access points in mobile platforms.

Logic-based Access Control: STOVEPipe allows users to
specify both per-app and global access control policies, and
it allows users to specify access control policies based on the
context of the mobile device, and the content of individual data
items. Hence, the ﬁnal access decision of whether to grant an
untrusted app access to a single piece of data item can be
complex as it must take into account all the above policies.
To ensure that access control decisions are correct, we plan
to model the various aspects of STOVEPipe’s access control
policies using logic. We can model rudimentary access control
decisions by using an may-access boolean relation [11],
augmented with extra arities for contextual and environmental
parameters to model context-aware access control. We can
also use more complex logics such as the Dependency Core
Calculus (DCC) [12] to model more complex scenarios such
as delegation between principals. Finally, we can store proofs
of access control decisions to help users understand which
policies contributed to each decision [13].

Provides high assurance for untrusted apps: As mobile
users cannot trust unknown apps, users need a high degree
of conﬁdence that these untrusted apps in a mobile resource
leasing scenario will not make unauthorized access to the
user’s personal data on their mobile device. By using the
STOVE model, untrusted apps are provably isolated from the
mobile device. This gives mobile users the conﬁdence that
STOVEPipe is the single point through which any data access
by the untrusted app can happen, providing users with high
assurance. In addition, because STOVEPipe’s access control
mechanism is implemented in a single location, rather than
spread out across different parts of the mobile platform (e.g.
when the mobile platform is retroﬁtted to implement new access control measures), STOVEPipe’s design is much simpler,
and can give users the high degree of conﬁdence they need
that STOVEPipe’s access control mechanism is correct. Also,
as STOVEPipe’s access control mechanisms are independent
of the mobile platform, it is much simpler to use modelchecking and other program veriﬁcation techniques to check
the correctness of STOVEPipe’s access control mechanisms,
whereas checking the correctness of an access control mechanism embedded in a mobile platform will require considering
the behavior of the mobile platform, which can be complex.

Accounting and Auditing: By modeling access control decisions in logic, each access control decision can be justiﬁed
by a proof of the access decision. This will provide users
with conﬁdence that the access control decisions are correct,
and serves as an auditing tool. Users will be able to inspect how a particular access control decision is arrived at,
based on all the access control policies speciﬁed. Also, as
STOVEPipe performs all data accesses on behalf of untrusted
apps, STOVEPipe can log all the data accesses made by each
untrusted app for later inspection.
Privacy-preserving Data Transformations: As STOVEPipe
collects all data on behalf of untrusted apps, it is easy for
STOVEPipe to apply privacy-preserving data transformations
on the data before passing the data to the untrusted app. For
instance, STOVEPipe can add noise to data from sensors such
as GPS, and for photos and videos, STOVEPipe can attempt
to automatically detect faces and pixelate them.

Enabling privacy-preserving data transformations: As
STOVEPipe retrieves all data on behalf of untrusted apps,
STOVEPipe effectively materializes all of a user’s mobile
device data being accessed by untrusted apps before passing
it to the untrusted app. This provides a convenient location to
implement content-speciﬁc access control checks, and privacypreserving data transformations. In contrast, an access control
mechanism which is directly embedded in the mobile platform,
such as [14], which interposes on permissions checks in the
mobile platform, is unable to actually observe the data being
transferred to the app which is accessing the data. Hence
such access control mechanisms will not be able to implement
content-speciﬁc access control checks or transform the data.

Energy Metering: To mitigate denial-of-service attacks from
untrusted apps, STOVEPipe prevents untrusted apps from
consuming too much energy when the STOVEPipe runtime is
retrieving data on behalf of a given untrusted app. STOVEPipe
allows users to specify energy budgets for each untrusted app
within a given duration (e.g. no more than 5% of battery
power in 24 hours), and STOVEPipe can measure the energy
consumed when collecting data for a given untrusted app.
Then, when the untrusted app’s energy budget has been fully
consumed, STOVEPipe will stop collecting data for the app.
III.

B. Challenges with Observable Access Control
Complex manipulation of sensor hardware: STOVEPipe
performs all data accesses on behalf of untrusted apps,
based on the Data Manifest supplied by untrusted apps to
STOVEPipe (§II-B). Hence, untrusted apps are restricted to
accessing sensor data in the ways supported by STOVEPipe.
As a result, untrusted apps may not be able to use complex
operations of the sensor hardware on the mobile device, such
as manually controlling the camera on the mobile device.

D ISCUSSION : D ESIGN R ATIONALE

A. Why Observable Access Control
No need to intercept or modify data access mechanisms:
Many current techniques for ﬁne-grained and context-aware
access control for mobile device data propose changes to
mobile platforms such as Android [14], [15], [16], [17]. Some
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Performance considerations: As STOVEPipe performs all
data accesses on behalf of untrusted apps, this will incur performance overheads. The STOVEPipe access control system
will also have to be efﬁciently implemented to minimize the
performance costs of processing access control rules.
IV.
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